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Eduroam

Instructions for standard Microsoft driver in Windows Vista
and Windows 7
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For this instruction to work, you have to disable any 3rd party
WiFi managers and let Windows handle your WiFi settings.
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v|@ v Contral Panel »

- | 4 | | |S=arch Control Panet

Adjust your computer’s settings

-

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Metwork and Internet

View network status and tasks @

Choose hemegroup and sharing options

Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a pregram
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YWiew byt Category =

User Accounts and Family Safety
'@'Add of rermove user accounts
@ Set up parental contrels for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keybeoards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display




AN duroam VT'D NIDIVUDI AIWND qax

-

RSN EoR =55
%-4@ b Control Panel » Metwork and Internet » - | +4 | | LSearch Control Pansl 0 |

Control Panel Home

.l.-l- Metwork and Sharing Center
--*_: WYiew network status gnd tas
Add a wireless devicglto the

ork computers and devices

System and Security Metwork and Sharing Center

# Network and Internet Check network status, change
HomeGroup network settings and set preferences
Hardware and Sound i% Choose homegroup fnd sha for sharing files and printers.

Programs
b, Internet Options

User Accounts and Famil
v Change your homepjge Manage browser add-ons Delete browsing history and cocokies

Safety

Appearance and
Personalization

48,
I

Clack, Language, and Regicn

Eaze of Access
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Control Panel Home

anage wireless networks
d iy - o = e 2 L

Change advlnced sharing
settings

%v“ﬁ b Control Panel » Metwork and Internet » Metwork and Sharing Center - | +y | | Learch Control Ponel D |

Manage wireless networks

(x4 1x10L

L]

View your basic network information and set up connections

ﬂhl w See full map
""lh.l E

CC- ' Metwork Internet

(This computer)

View your active networks Connect or disconnect

5 Network Access type: Internet

3 Work network Connections: [ Local Area Connection

Change your netwerking settings

’-‘ﬁ. Set up a new connection or network
dial-up, ad hoc, or VPM connection; or set up a router or access point,

. X )Z
ireless, wired, dial-up, or VPN network connection,

See also
HomeGroup
Internet Options

Windows Firewall

Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
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@C‘J'hﬂﬂ » Control Panel » Metwork and Internet » Manage Wifireless Metworks - | +y | | Legrch Manage Wirsless Metwonks 0 |
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.
Add | Adapter properties  Profiletypes  Metwork and Sharing Center @

(. . x)sAdd L X

A -]

J 0 iterns
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L 1 ) KManually create a network profile

@ a1 Manually connect to a wireless network

How do you want to add a network?

Manually create a network profile <€ :
This creates a new network profile or locates an existing network and saves a proﬁle
for the network on your computer. You need to know the network name (5510) and
security key (if applicable). :

Create an ad hoc network
This creates a termporary network for sharing files or an Internet connection
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@ ! Manually connect to a wireless network

. . , Network name : eduroam
Enter information for the wireless network you want to add

Security type : WPA2-Enterprise

Metiork name; eduroam
: : Encryption type : AES
Security type: ’WF‘.&E-Enterprise v] yp yP
Encryption type: ’.&ES v] : - s 4 \-> X « S - X
-~ x X4 7 * ) Start connection automatically
Security Key | | [THide characters . (‘l 1 o 1
S;artthiscnnnectinnautnmatically Next X 7L L

Connect even if the netwark is not broadcasting

Warning: If wou select this option, your cormputer’s privacy might be at risk.

I Mext I[ Cancel
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(~-x>41s = x. I)Change corfinéction settings

@ o1 Manually connect to a wireless network

Successfully added eduroam

. % Change connection settings
' Open the connection properties so that [ can change the settings. (
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Connection | Security (
Mame; eduroam
5510y eduroarnm
Metwork bype: Access poink
Mebwaork availabiliy: 8l users

[¥]iZonnect automatically when this network i in range: (

Conneck to a rore preferred network if available

Conneck even if the network is not broadcasting its name {35100

+ § ~ X ¥ Gonnection

X, « S o

~ >

Connect automatically when this network is in range

”r

_'|(xx-|>< s " q s x ¢

~

s { 1> )Security

I (0 I [ Cancel
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eduroarm Wireless Metwork Properties E

Securtytypei | WeAZ-Enterprie 7] Remember my credentials for "X

1
Encrypion bype: [.ﬁ.ES v] L (S connection
(- * . S IR F Ll * s

~ A >

(% ~ I Y¥Settings

Choose a network authentication method:
|Microsaft: Protected EAP (PEAR) - [ Settings ] e

0 Remember my credentials For this connection each
kime I'm logged on

Advanced settings

I (0] 4 I [ Cancel
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Protected EAP Properties

When connecting:

G [ atalidate server certificate:

Connect bo these servers;

Trusted Rook Certification Autharities:

W] =2 Certificate Services - Automat|cally use my Windows

[] AddTrust External CA Root E| . N logon name and password (and domain if any)
[] Class 3 Public Primary Certification Authority . ( 1 . X s . {Wintows L Fo b3 : s L
[] pefaul Ca

|:| DigiCert High Assurance EY Raoot CA "

[ Entrust.net Secure Server Certification Autharity c v > "(- x] = ) OK -~ X

[ Equifazx Secure Certificate Authoriky -

4| i1 |k

Do nok prompt user to authorize new servers or trusted
certification authorities,

EAP MSCHAPYZ Properties =

Select Authentication Method;

YWhen connecting:

[Secured passwiord (EAP-M3ICHAR w2l "] [ Configure. ..

utomatically uze myp wWindows logon name an
I:l,-'l'-. tomaticall Windows | d
Erable Fast Recannadt ipazeword [and domain iF any).

[|Enforce Metwork Access Protection

[] Disconnect if server does not present cryptobinding TLY

[ Enable Identity Privacy [ oK. ] [ Cancel ]

[ (04 ][ Cancel ]
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eduroarm Wireless Metwork Properties E

Security bype: [WP.ﬁ.E-Enterprise S ]

Encryption type: [.ﬁ.ES 7 ]

Choose a network authentication method:
| Micrasaft: Protected EAP (PEAR) *| | settings |

Remembet my credentials For this connection each
kime I'm logged on

s(1(1 *)Security - 1 ")x _ 1
fdvanced settings ]( D DAdVanced Settings

(] 4 ] [ Cancel
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Specify authentication

_) Wser authentication

Y (R PR ) Save credentials

802.1% settings 502,11 settings

[¥] specify authentication mode:

9 [Llser authentication

[ Delete credentials For all users

"’] [ Save credentials ]

Enable single sign on For this network,

(@ Perform irmmediately before user logon
Perform immediately after user logon

Maimum delay (seconds): 10

[V] Allovs additional dialogs to be displayed during single
sign on

[ ] This network uses separate virtual LAMNS For machine
and user authentication
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Mifindowrs Security @

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not legged on (for example, to download updates),

| [123455789@ha|fa ac.il |
......l l

A X1 10K

I [ Cancel

)
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http://dochelpdesk.haifa.ac.il/files/sso/new_password_retrieval_instructions_segel.pdf
http://dochelpdesk.haifa.ac.il/files/sso/new_password_retrieval_instructions_segel.pdf
http://dochelpdesk.haifa.ac.il/files/sso/new_password_retrieval_instructions_segel.pdf

